Executive Guide to Information Security

Today, every executive must understand information security from a business perspective. Internet threats can find exposed doorways into an enterprise network faster than ever, and today’s attackers are becoming more skilled at exploiting vulnerabilities.
A proactive, security-conscious enterprise, in which all executives play a role in reducing risk, is less likely to suffer from weak links or vulnerable areas.

If you have not re-evaluated your security people, processes, and technology in the past six to 12 months, I guarantee they could use some updating.
Information security programs are not meant to be put in place and then left on autopilot. It can be easy to get caught up in seemingly more pressing concerns that pop up, and end up letting your IT security program take a back seat. Every six to 12 months you need to take a step back and review the state of your enterprise security program. In particular, get a baseline, or “as is” assessment of where you are today, which includes taking a good look at the people, process, and technology components of your program.

You may have conducted a baseline assessment in the past, but it is equally important that you regularly re-examine the general health of your security program and make adjustments as they are needed. It is similar to a regular checkup with your physician, where you get things like your weight, blood pressure, and temperature checked out. Following the exam, your physician may advise you to exercise, eat healthier, and get more rest. Likewise, the baseline assessment checks out the vital pieces of your security program (people, processes, and technology), and the findings will point out deficiencies, and provide recommendations on how you can improve the overall effectiveness of your security program. 

Let’s take a look at each of these three elements, and a few suggestions on ways you can detect and remediate any weak points in your program.
People: Certifications and Continuing Education

The field of information technology in general, and information security in particular, changes rapidly. A lot can happen in the information security world over the course of a year—even six months. Is your security staff knowledgeable about the latest security topics, things like Intrusion Prevention, new trends in application security, and the importance of patching vulnerabilities immediately?
Just as security threats and technology are never stagnant, your employees' learning curve should not be stagnant either. To set this example, you should encourage security training to keep their industry knowledge current. This could include paying for employee training, certification or conference attendance outside of the enterprise, or bringing third-party security educators to your place of work.
It is important that key members of your team hold security certifications. Not only do these certifications indicate a good understanding and practical knowledge of security issues, most certifications require continuing education in order to keep the certification.
This will assure you that certified members of your staff are actively refreshing their education so they remain up-to-date on the latest threats, technology, and security best practices.

Each security credential demonstrates knowledge in a certain concentration of information security. Here are the four most recognized security credentials, their respective focus areas, and recertification requirements:

· Certified Information Systems Security Professionals (CISSP)
This is the most commonly held certification, and it relates to security strategy and architecture. To receive CISSP certification, one must pass the test administered by the (ISC)², and have a minimum of three years' work experience in relevant security areas. I recommend members of your staff involved with security architecture or strategy obtain a CISSP certification. In addition, 120 continuing professional education (CPE) credits are required every three years.
· Certified Information Security Manager (CISM)
The CISM certification focuses exclusively on information security management. Candidates for CISM need to have at least five years of information security work experience, with a minimum of three years of information security management. Certified CISMs are required to complete a minimum of 20 hours of CPE each year.

· Certified Information Systems Auditor (CISA)
A CISA's special areas of security knowledge are IT compliance and auditing. CISA applicants must have a minimum of five years’ professional Information Systems auditing, control, or security work experience under their belt before they can take the CISA exam, and must follow up with a minimum of 20 hours of CPE each year.

· SANS Global Information Assurance Certifications (GIAC)
Ideally, employees involved with day-to-day security operation of your enterprise will have GIAC certification. GIAC is the only certification that requires candidates to submit a practical assignment in order to demonstrate real-world, hands-on mastery of security skills. In addition, holders of GIAC certifications must recertify by passing a “refresher” exam every 2-4 years. 

Technology: Independent Security Assessment and Penetration Testing

I highly recommend having a third party security consultant conduct an independent review of your security program on an annual basis. The findings will give you an unbiased and accurate indication of how your security program is doing. As part of the review, the consultant may assess the security processes your team has in place, such as account administration, as well as the technology in place, such as configuration of your network. The independent review may also scrutinize how well information assets are protected, and pinpoint areas at risk.

Another important way to assess the effectiveness of your security technology is to undergo a penetration test. In penetration tests, an outside security consultant sets about in a "blind" manner to find out as much as he/she can about your systems, and proceeds to use that information against you to try to penetrate your systems. The consultant is not given any of your network infrastructure details, so he/she relies on public information and social engineering to see how far he/she can get. The findings will pinpoint areas where you are at risk, and will help your team know how to configure the technology properly where it wasn’t before.  Independent reviews and penetration testing are two very effective ways to identify high-risk areas and weak spots before they are exploited, giving your team forewarning so they may adjust the security technology and practices accordingly.

Process: Review Security Policies and Awareness

Finally, I recommend performing a regular review of your security policies, as well as the processes you have in place to educate employees and enforce the guidelines.
· Routine security policy review and updates –When was the last time you assessed the security policies you have in place to make sure they are still relevant and up to date? If you haven’t reviewed your policies in more than a year, now is the time to do so. Security policies should never be viewed as static. I recommend conducting an annual review of all policies – including account administration, remote access, vulnerability management, incident response, and acceptable use. As operating environments, business plans, regulations, and the economics of your enterprise change, and new security threats and technology are being introduced, your policy should be updated accordingly to reflect these changes. Think about the coverage of the policies you currently have in place. Are they comprehensive enough? An annual review of your policies will reduce your risk, saving your enterprise from unnecessary exposure.

· Is your security awareness program effective? How much, if anything, do the general employees in your enterprise know about the security policies your team has in place? Do they grasp the importance of information security? Do they know whom to call if they encounter something suspicious on their machine? Why bother having security policies if the employees aren’t aware of them? Enterprise-wide compliance is necessary in order for a policy to be effective, but compliance won’t happen unless your security team initiates and maintains a high level of security awareness within the enterprise. It is your responsibility to make everyone understand the importance of security initiatives -- and aware of the security risks. This includes informing employees about various security issues, from information misuse, to proper use of email, to physical security. Provide incident response procedures. Employees should know to whom they should report, and what actions they should take if they are confronted by security breaches. Don't make employees jump through too many hoops in order to make a report or they might not bother the next time around. As you are making the effort to update your security program, it is also an opportune time to reach out to employees and remind them of their important role in the overall security of the enterprise. 

Interested in learning more about this topic? See The Executive Guide to Information Security: Threats, Challenges, and Solutions, by Mark Egan.
